Okinawa Institute of Science and Technology School Corporation
Rules on Handling Individual Numbers and Specific Personal Information
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Article 1 Purpose
1k BHY

The purpose of these Rules is to set forth the necessary matters to ensure the appropriate
handling of Individual Numbers and Specific Personal Information (hereinafter, also
collectively referred to as the “Specific Personal Information”) at the Okinawa Institute of
Science and Technology School Corporation (hereinafter, referred to as the
“Corporation”) in accordance with the Act on the Use of Numbers to Identify a Specific
Individual in Administrative Procedures (hereinafter referred to as the “Number Act”).
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Article 2 Definitions
B4k ER
1. Asused herein, the following capitalized terms shall have the following meanings.
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(1) Individual Number: & A7
A number obtained by converting a residence certificate code set forth in Article 2,
paragraph 5 of the Number Act and is designated in order to identify the person

pertaining to the residence certificate on which said residence certificate code is
indicated.
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(2) Specific Personal Information: ¢ A 1% #H
Personal Information that has an Individual Number included in its content.
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(3) Specific Personal Information File: #¢EE AF#H 7 7 1 /v
A Personal Information File that has an Individual Number included in its content.
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(4) Process Using Individual Numbers: il A3 5% #5755
A process that is implemented by any of administrative organs, local governments,
incorporated administrative agencies, etc, and other persons handling
administrative processes, using Individual Numbers to the extent necessary to



search and manage efficiently the Personal Information in the Specific Personal
Information Files that are being held pursuant to the provisions of Article 9,
Paragraph 1 through Paragraph 3 of the Number Act.
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(5)Process Related to Individual Numbers: {E# A& 5 BB 7
A process that is implemented using another person’s Individual Number to the
extent necessary, in the Process Using Individual Numbers that are performed
pursuant to the provisions of Article 9, Paragraph 4 of the Number Act.
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(6) Person in Charge of Processes Using Individual Numbers:
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A person who handles the Process Using Individual Numbers and a person to
whom all or part of the Processes Using Individual Numbers have been outsourced.
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(7)Person in Charge of Processes Related to Individual Numbers:
18\ 5 BE PR 5 i
A person who handles the Process Related to Individual Numbers and a person to

whom all or part of the Process Related to Individual Numbers have been
outsourced.
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(8) The Person: A A

The specific individual who is identified by an Individual Number.
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(9) Officers and Employees: &k 8 %%

Persons who are engaged in the business operations of the Corporation and are
defined by Article 2, Paragraph 2 of the OIST Rules for Personal Information
Protection.
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(10) Personal Information il A&

The personal information is as defined in Articles 1 and 2 of the Act on the

Protection of Personal Information (Act No. 57 of 2003).
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(11) Personal Information File fEAIHF#~ 7 1 /L
The personal information file is as defined in Article 60 Paragraph 2 of the Act on
the Protection of Personal Information (Act No. 57 of 2003).
TE T M ORFEIZEE 4 2758 CER L 5 FJER 5 75) H56 0 R5H 2 HIZE
HSINDLBAEHRT 7 A V2V,

Article 3 Scope of Use
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1. The Corporation shall use Individual Numbers only to the extent necessary to perform
the following processes, pursuant to the provisions of Article 9, Paragraph 4 of the

Number Act.
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(1) Scope of the Process Related to Individual Numbers of the Officers and Employees
and students of the Corporation, spouses thereof, and relatives of any of the
foregoing:
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a. Processes concerning tax withholding at the source for employment income and
retirement income;
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b. Processes concerning the preparation of an application for (change in) exemption
for dependents of employment income earner, and an application for deduction for
insurance premiums for employment income earner and application for exemption
for spouse of employment income earner;
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C. Processes concerning mutual aid activities (private school mutual aid) operated by
the Promotion and Mutual Aid Corporation for Private Schools of Japan (PMAC);
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d. Processes concerning notifications, applications and claims for health insurance
and employees pension insurance such as the national health insurance and the
national pension;
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e. Processes concerning notifications, applications, claims and the preparation of
certificates for employment insurance;
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f. Processes concerning the preparation of certificates for worker’s accident
insurance;
57 R ARBR O FERA EAERR I B+ 5 F555

g. Processes concerning the preparation of statements, notifications and applications



for property accumulation savings, and property accumulation pension savings;

and
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h. Processes concerning notifications of Category Il insured persons for the national
pension;
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(2) Scope of the Process Related to Individual Numbers concerning individuals which is
other than those set forth in the preceding paragraph;
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a. Processes concerning the preparation of payment reports on remunerations and
fees; and
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b. Processes concerning withholding tax from remunerations (including
honorariums and allowances) paid by the Corporation.
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(3) Scope of the Process Related to Individual Numbers pertaining to the transaction of
real or other properties:
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a. Processes concerning the preparation of payment reports on usage fees of real
properties or other transactions; and
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b. Processes concerning the preparation of payment reports on amounts paid for
acquired items in the transaction of real or other properties.
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2. The Corporation shall collect and store Individual Numbers only when it is necessary
to perform the processes of any of the items of the preceding paragraph.
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Article 4 General Protection and Management Supervisor for Specific Personal

Information
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1. The Corporation shall appoint a General Protection and Management Supervisor for

Specific Personal Information (hereinafter referred to as “General Supervisor”),
which position is filled by the General Manager for Personal Information Protection
as prescribed in Article 5, Paragraph 1 of the Okinawa Institute of Science and
Technology School Corporation Rules for Personal Information Protection
(hereinafter referred to as "Protection Rules").
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. The General Supervisor shall conduct general supervision over the processes

pertaining to the management of the Retained Specific Personal Information.
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Article 5 Process Handling Officers and Processing Operators, etc.

B5% FHEIEEEERVCEBIBHELES

1.

The Corporation shall appoint one person as a Process Handling Officer in each of the
section-level offices that implement the processes involving the handling of Individual
Numbers as prescribed in Article 3 (hereinafter referred to as "Specific Personal
Information Handling Processes") from among section-level offices who handle
personal data, etc. (hereinafter referred to as "Managing Office(s)"), and the position
shall be filled by the head of the respective office.
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The Process Handling Officer shall ensure appropriate management of the Retained
Specific Personal Information in the pertinent Managing Office.
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In ensuring the management of the preceding paragraph, the Process Handling Officer
shall, when handling the Retained Specific Personal Information with information
systems, work in cooperation with the administrator of the information systems.
FHBRRFEE T, ATEOEHOMMRICHTZD | RAREMANERE GRS X T
ATV EOIGAE, BEEHR AT LOEHE L EET LI LD LT 5,

The Process Handling Officer shall assign Processing Operators as employees who are
engaged in the Specific Personal Information Handling Processes.
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The Processing Operators shall assist the Process Handling Officer and be in charge of
the affairs concerning the management of the Retained Specific Personal Information
in the pertaining Managing Office, while engaging in the Specific Personal Information
Handling Processes.
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The Processing Operators shall handle the Retained Specific Personal Information in

accordance with instructions of the General Supervisor and the Process Handling
Officer.
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7. The scope of the Managing Offices of Paragraph 1, the Processing Operators of
Paragraph 4, and the Specific Personal Information Handling Processes that can be
processed by said Processing Operators shall be as set forth in the Okinawa Institute
of Science and Technology School Corporation Administrative Instruction on Handling
Individual Numbers and Specific Personal Information.

F1IHICE D D BB 5 4 BITED D8 B 2 2 e OV 3% 55 IR Y
BRI 5 Z & DT E LR8N BRI F S OFEPHIL, FRIENIRERHE
R B Rl A 5 K OVREE R A F IR B 5 LD & 975,

8. In addition to what is provided for in the preceding paragraph, subject to permission
by the General Supervisor based on a compelling business reason, the Process
Handling Officer may assign any of the Officers and Employees of the pertinent
Managing Office as a Processing Operator in said Managing Office by designating a
specific period of time.
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9. No Officers and Employees other than the Processing Operators shall engage in the
Specific Personal Information Handling Processes.
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10. The General Supervisor, the Process Handling Officers, and the Processing Operators
shall comply with the Number Act, the Act on the Protection of Personal Information
(Act No. 57 of 2003), the Guidelines for the Proper Handling of Specified Personal
Information (Business Operators) (Notification No. 5 of the Specified Personal
Information Protection Committee, 2014), the Guidelines for the Proper Handling of
Specified Personal Information (Administrative Organs, etc.) (Notification No. 6 of the
Specified Personal Information Protection Committee, 2014), the Protection
Regulations, and these Rules.
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Article 6 Responsibilities and Obligations of Officers and Employees
H6k BEBEBZFORBE
1. A person who is or was engaged as a Process Handling Officer or a Processing
Operator shall not notify without proper authorization any of the contents of the
Specific Personal or Other Related Information which have been learned in the
course of business operations to any other persons or use such information for unjust
purpose.
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2. Any of the Officers and Employees who has become aware of the occurrence or a sign
of leaked, lost or damaged Specific Personal or Other Related Information, shall
promptly report thereof to the Process Handling Officer or the General Supervisor.
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3. Any of the Officers and Employees who has become aware of a fact that is in violation
of these Rules or a sign of such violation shall report thereof to any of the Processing
Operator and the Process Handling Officer.
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4. Upon receipt of the report of either of the preceding two paragraphs, the Process
Handling Officer shall immediately report thereof to the General Supervisor.
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5. The General Supervisor shall investigate the details of reports under the preceding
three paragraphs, and, when determining that the violation of these Rules has been
corroborated, report thereof to the CEO/President without delay and give
instructions to the relevant offices to take appropriate measures.
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Article7 Records of Operations
BTHR  ERRILOTE
The Processing Operators shall keep the following records using the system log or either
of the separately prescribed forms of “Management Register for Specific Personal
Information” and “Record for Taking Out Specific Personal Information” for checking
operations based on these Rules:
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(1) Records of the use and output of the Specific Personal Information Files;
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(2) Records of documents and media taken outside;
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(3) Records of deletion and disposal of the Specific Personal Information Files;
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(4) Records that prove outsourcing of deletion or disposal to a party external to the
Corporation, when such outsourcing took place; and
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(5) Records of the use of the information systems (such as login history or access log)
by the Process Handling Officers or the Processing Operators when the information
systems are used to handle the Specific Personal Information Files.
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Article 8 Records of Handling Operations of Specific Personal Information
F8FK FEMEAFROBRBIRTIL O
1. The Processing Operators shall keep records of the following information using a
separately prescribed form of “Management Register for Specific Personal
Information”.
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(1) Type and name of the Specific Personal Information File
FeE R NG H 7 7 A L OFEFA S O PR
(2) Name and office of the officer
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(3) Purpose of use
FIH E
(4) Operations of deletion and disposal
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(5) Persons with access authorization
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2. The Management Register for Specific Personal Information shall not include any
descriptions of the Specific Personal Information.
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Article 9 Responding to Events of Information Leaks
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1. The Officers and Employees who have become aware of the occurrence or a sign of
an event of information leakage or the like shall promptly apprise the General
Supervisor or a person designated by said Officer thereof.
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2. When being apprised pursuant to the preceding paragraph, the General Supervisor
shall promptly convene a meeting of the Specific Personal Information Incident
Investigation Committee.
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3. The Specific Personal Information Incident Investigation Committee shall be chaired
by the Secretary General and consist of members who are deemed necessary by the
chairperson for each agenda from among the following persons:
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(1) Dean of the Graduate School #f4EF &

(2) Dean of the Faculty Affairs #5124 226

(3) Vice President for Human Resource El5%RK (ANFHY)

(4) Vice President for Financial Management Rl &E (JHEHHY)

(5) Vice President for Communication and Public Relations El“#& (J~##HY)

(6) General Counsel #fEF7# +

(7) Chief Information Officer (CIO) & F#ME(LH (CIO0)

(8) Chief Information Security Officer (CISO) & fFiktEx = U 7 4 H{LA& (CISO)

(9) Other persons who are deemed necessary by General Supervisor % DO, FafELR
EEHBRMIEANLETH DL LROTH

4. The Specific Personal Information Incident Investigation Committee shall
appropriately and promptly respond to the following matters, wherever applicable:
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(1) Factual investigation and determination of the root causes;
F AR DR A K OVRUIK D FERA
(2) Communication with persons who are likely to be affected;
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(3) Liaison with the Specific Personal Information Protection Commission and the

competent Ministers;
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(4) Reviewing and determining recurrence prevention measures; and
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(5) Announcement of the factual findings and the recurrence prevention measures.
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Article 10 Keeping Abreast of the Handling Operations and Revising the Security
Control Measures
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1.

The Corporation shall keep abreast of the handling operations of the Specific Personal
Information to properly evaluate and revise the measures for managing the security
of such information and further making improvement, and, to this end, establish a
position of audit manager to be filled by the Chief Internal Audit Officer.
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The audit manager shall inspect handling operations of the Specific Personal
Information, and give advice on the revision of the measures for managing security.
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Article 11 Supervision and Education and Trainings
Bl11Ex EERUCHEETE

1. The General Supervisor and the Process Handling Officers shall provide necessary and

appropriate supervision over the Officers and Employees, to ensure that the Specific
Personal Information is properly handled in accordance with these Rules.
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. The General Supervisor and the Process Handling Officers shall provide the Processing

Operators with enlightening programs and other necessary education and trainings
for developing in-depth understanding of the handling of Specific Personal
Information and increasing awareness towards protection and management of the
Specific Personal Information.
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The General Supervisor shall provide the Process Handling Officers with education

and trainings so that the Retained Specific Personal Information can be managed
appropriately onsite at each Managing Office.
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The Process Handling Officers shall provide necessary measures to the Processing
Operators such as opportunities to participate in education and trainings for
appropriately managing the Retained Specific Personal Information which are
implemented by the General Supervisor and other programs for education and
trainings.
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Article 12 Management of Areas for Handling Specific Personal Information
F12% REEABRZRYES REOEH

The Corporation shall clearly define areas where the information systems that handle the
Specific Personal Information Files are controlled (hereinafter referred to as the “Control
Areas”) and areas where the processes of handling the Specific Personal Information
(hereinafter referred to as the “Handling Areas”) take place, and take the following
measures for managing security:
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(1) Control Areas % #H X 11

Control entry and exit by people (access control) and restrict equipment or devices
to be brought into the Control Areas
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(2) Handling Areas  Hu# X i

Take measures such as placing a wall or partition, placing workstations so as to be
away from heavy traffic of people who are not the Processing Operators, relocating
workstations so that strangers behind cannot peek over the shoulder of the
operators, and using privacy filters to prevent peeking of computer displays.
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Article 13 Prevention of Theft or Loss
F13% BEERUTHAOBIE
The Corporation shall take the following measures for managing security to prevent theft
or loss of devices, electronic media and documents pertaining to the handling of the
Specific Personal Information in the Control Areas and the Handling Areas:
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(1) Keep electronic media and documents pertaining to the handling of the Specific

Personal Information in lockable cabinets and storages; and
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(2) Secure devices pertaining to the handling of the Specific Personal Information Files



with security wires.
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Article 14 Prevention of Leaks when Taken Outside
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1. The Corporation shall take the following measures when bringing any of the electronic
media and documents that record the Specific Personal Information outside the
Control Areas or the Handling Areas:
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(1) Using encryption or password to protect data to be brought out or a lockable
transportation container; provided, however, that, when electronical data are used
to submit reports required by law to administrative agencies, follow the method of
submission designated by the administrative agencies; and
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(2) Sealing documents describing the Specific Personal Information to bring outside.
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2. In principle, electronic media and documents that record the Specific Personal
Information shall not be taken outside, except when they are submitted to the
administrative agencies.
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Article 15 Deletion of Individual Number and Disposal of Documents, Devices and

Electronic Media
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1. The Corporation shall, when deleting or disposing of any Individual Numbers,
implement the deletion or disposal in accordance with the following means that do
not enable restoration:
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(1) When disposing of a document describing the Specific Personal Information, use
means to incinerate or dissolve, use a shredder capable of cutting into pieces so that
the documents cannot be restored, or black out the descriptions so that the part
indicating the Individual Number cannot be restored;
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2.
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(2) When disposing of devices or electronic media that record the Specific Personal
Information, use dedicated data deletion software or destroy physically; and
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(3) When deleting an Individual Number or a part of the Specific Personal Information
in the Specific Personal Information Files, delete it using means that do not enable
restoration without using software, program or equipment dedicated for data
recovery.
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The Corporation shall, upon deletion of any Individual Numbers or Specific Personal
Information Files or upon disposal of any documents or electronic media, keep a
record of such deletion or disposal. If such deletion or disposal is outsourced to an
external party, the Corporation shall confirm that the outsourced party has definitely
implemented the deletion or disposal by receiving a certificate.
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Article 16 Technical Measures for Managing Security
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1.

The Process Handling Officer shall, working in cooperation with the CIO, implement
appropriate access control to limit the extent of Processing Operators and Specific
Personal Information Files to be handled in the processes.
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The Corporation’s information systems for handing the Specific Personal Information
shall authenticate a Processing Operator as a person who has the proper access
authorization based on the results of identification.
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The Process Handling Officer shall, working in cooperation with the CIO, take the
following measures to protect the information systems against unauthorized external
access and malware:
FHIBEAEHIICIO L #HE LT, fHH 2T L& /MHB b OARIET 7 & 2 TR
EV T MU =T bIR#ET D20, ITOHELZ#ELT D,



(1) Using firewalls at the connection point between the Corporation’s information
systems and external networks to block unauthorized access;

FEOERY AT LENBIR Yy NT—7 & QPRGNS T 74 7 U 4 — /L%
B L. RET 7t 22N 5,

(2) Introducing security software (such as anti-virus software) in the information
systems and devices;

B AT LDROBEIRICEFXF 2 U T AR Y 7 b =7 (D4 VAR 7 b
v =T %) BEAT D,

(3) Making use of automatic update functions that are available in the devices or
software by default, to keep the software up-to-date;
Btee Y 7 MU = TR S TV 2 HENE R REOTEICE D . Y 7 B
V=T ZEAREE T D,

(4) Conducting regular analysis of logs to detect unauthorized access;
1 7 Do 2 E]IIZATV, RIET 7 B A R 5,

(5) Introducing a mechanism that minimizes damage (e.g., network shutdown) in case
of breach such as unauthorized access, and operate it appropriately; and
RIET 7 B AEOWFEICHE -2 HAE Th-oTh, HEEZR/MET HHHA (3
v hU— 7 OMWE) ZEAL, BUNTERNT 2,

(6) Taking necessary measures to prevent unauthorized changes to configuration of
the information systems (such as unauthorized connection of electronic media or
equipment, or unauthorized installation of software).

T 2T DDOREZRRERRA LR FFa] STV R WE TR K OB D FE¢
VT MU =T DA A=V PR D OICHE R RTEZ T D,

4. When transmitting the Specific Personal Information externally through the Internet,
the Process Handling Officer shall, working in cooperation with the CIO, prevent
information leaks in the communication path and information leaks of the Specific
Personal Information stored in the information systems by the following methods:
HH IR A IECI0 & LT, FrEE G #®A A > % —F v M X VIERICE
BT 556, ROKZITHT 2 HIEICLY | BERKIZE T 2B REZAV, HH
AT DNICHRF SN TO SR EMB AT ROFHRITANVFZIET D b0 LT 5,
(1) Encryption of communication paths; and

BIE R DR,
(2) Protection by data encryption or password.

F B DB TSR T — RIT & AR

Article 17 Measures for Managing Security at Acquisition of Specific Personal
Information and Subsequent Stages

B17% BEEAEROBEZTOMOEZLERICBIT 2 EEEHEE

Measures for managing security at stages of acquisition, use, storage, provision, disclosure,
correction, disconnection of use, deletion and disposal of the Specific Personal



Information set forth in Articles 19 through 22 shall be taken according to the measures
for managing security in these Rules.

FH1ORNOHE2 2K ETITED DRFEBANEROIUT, FIH, RE, 2HEE BIR,
RIIE. MR, AIBR R OBEFOSEHEICR S 2 22 HEIL, ARBROSZ
EEPIEICL D,

Article 18 Measures for Managing Security at the Outsourced Party

B185% ZKlIRIRAEEEE

The Process Handling Officer must implement necessary and appropriate supervision
over the outsourced party with respect to the measures for managing security at each
stage of the acquisition, use, storage, provision, deletion, and disposal of the Specific
Personal Information at the outsourced party, in order to ensure that measures
equivalent to those set forth in the preceding article are to be taken.

FHRMELA L, ZRee TOREMAEROIG, R, e, 24 HIFRK&K OB
TR IC I 2 ZEEHHNEICHOW T, BIRIC L 2 L HATE &[5 OHNE G
N5 &5 FFELITHEN OB R BB 21T ORI IR 5720,

Article 19 Proper Acquisition of Specific Personal Information

FL195% KEBABROBELELTREG

1. The Corporation shall implement acquisition of the Specific Personal Information by
proper and fair means.

FEIL, FREBEAEROBSG 2 EIENORNIERFRIZE>TITY> b D LT 5,

2. The Corporation may request the Person (including the dependent spouse and
dependent family members and relatives in the same household as that of the Person;
the same applies in the following paragraph) to provide the pertinent Individual
Number as long as it is necessary to conduct the Specific Personal Information
Handling Processes as set forth in Article 3, Paragraph 1.

FRIE, 3 ARH 1 HICHE S DR E NG W F 5 217 2 72D ERH D
RO AN (RN L R —OEIZE T 2B AEE L OB IE 2 & e, RIAICE
WTEL) (2 LIEAE S ORMEZ RO 5 Z & TE 5,

Article 20 Specifying and Changing Purpose of Use

205 FABRHOKERVERE

1. The Corporation shall specify as much as possible the purpose of use in handling the
Specific Personal or Other Related Information (hereinafter referred to as "Purpose of
Use").
FRERIL, FFEMAEREOTR Y 2> COFAOBR (LLF TFIHBR] &0
Jo ) ETEDHRVKFETDIOLDLET D,

2. If the Corporation intends to change the Purpose of Use, the change shall be within a
reasonable extent that is recognized to have an adequate relationship with the
Purpose of Use prior to the change.



FEITHMAEBOEZZE T 2561203, ZEATOFIA AR S AL OREEZH9 5
m@%ﬂéAﬁm&%IWTﬁ5%@k¢6
3. Ifthe Corporation has changed the Purpose of Use, it shall notify the Person of the
Purpose of Use being changed or make public the same.
FREIT, MHBAMZEE L72SE10E, BEZT 2R AR ZARNZE@E L,
MITAERT DD ET D,

Article 21 Notification of Purpose of Use When Acquiring Specific Personal

Information

F21%& BARICERLTOFMBROERE

1. Unless the Purpose of Use has already been made public, the Corporation shall
promptly notify the subject of the information of the Purpose of Use or make public
the same each time the Corporation acquires the Specific Personal Information.
PRI, FFEMAFREIE LESEIE. S0 COZORMANZARL T
L% aaRE eI, £ OMM AN Z R EEICEI L, XITRFE LT
IRBIRN,

2. Making public the Purpose of Use under the preceding paragraph shall be
implemented by a method identified by these Rules or other appropriate methods
such as by giving a written notice to the subject of information.

AT ORI BB DRFIZ DN T, ABRICBWTHIRT 2130, [FREE~D
FHEIZ L D@MFEY L TIECLDbD LT D,

3. The Purpose of Use may be changed only within the extent that is reasonably
recognized to have an adequate relationship with the Purpose of Use prior to the
change, and only when the change is notified to the subject of the information, or made
public or explicitly indicated.
ﬂ%ﬁ%@ﬁﬁi ZREFTOFH BB &S OREMEZ A9 5 L GHANICEED 5

HEPHN T, o HIREER~OBEE, ARUIFATREIT I EEICRY 175 2
kﬁ?%é%®k?éo

4. The provision of the preceding paragraph does not apply to any of the following cases:
APEOHE L, WIHBIT 2 HE oW TIE, @ LRV,

(1) when the change is urgently required for the protection of the life, wellbeing or
property of an individual;
ANDHEA, HIRXITUPFEDRED - DIZRBAITHER D D L X,

(2) when explicitly indicating the Purpose of Use to the Person is likely to harm the
life, wellbeing, property, or other rights or interests of the Person or a third party;

FHBERZANIHTRT 2 Z L2800 KAUIE =F0Am, Fik, MEL
D OHERNFIRZFT 28T dH 5 L&,

(3) when explicitly indicating the Purpose of Use to the Person is likely to hinder the
proper execution of the process or service of a national government organ,
incorporated administrative agency or other prescribed corporation, local
government, or local incorporated administrative agency; and



FHABERZANCHTRT S Z L1280, EOKE, MSATEIE NS, 5 At
AR S F 7 MSZAT BUE N DT O F085 AT S O 1E 72 AT SR & 19
BT dHHEE,

(4) when the Purpose of Use is considered to be clear in light of the circumstances of

the acquisition.

BAFRORWN S THHBRIRHLNTH L LEBOLND & &,

Article 22 Request for Provision of Individual Number

F22% EAFRETORUOER

A request for the provision of an Individual Number may be made to the Person or a
Person in Charge of Processes Using Individual Numbers or a Person in Charge of
Processes Related to Individual Numbers, only when it is necessary for the processing
of the Processes Using Individual Numbers or the Processes Related to Individual
Numbers.

8N DR B D BRIE, B A SH 908 3 E A 5 BIfR S8 & B9 5 7o
O D DHEITIRY o ARNSUIMOME N 5FI 85 = A4 L < IEfE A
T BREBIME IR LTI 2N TE LD ET D,

Article 23 Timing of Request for Provision of Individual Number

#23% EABSORHMEZRD DY

1. The Person in Charge of Processes Using Individual Numbers or the Person in Charge

of Processes Related to Individual Numbers may request the provision of an
Individual Number when it is necessary for the processing of the Processes Using
Individual Numbers or the Processes Related to Individual Numbers.

A8 N5 s St S N E 5 BRI, B GE5F 35 XX
BNE R EEEZ BT 57DV ERNDH D & X IHANESORAZ KD 5
T B,

. In the case of the preceding paragraph, if the Processes Related to the Individual

Number is expected to take place based on legal relations with the Person, provision
of the Individual Number may be requested at the time when such processes can be
expected to take place, such as at the time of executing an employment contract, etc.

RIEDZEITB N T, AN E OIERBFREICESE | AR T RERFEOFAEN
TREINDHEIIE, JEMROE R LR REOUSFGFORAENTHTE
TR R TEAESORMBEAZRD DL ZENTEL D LTS,

Article 24 Restrictions on Requests for Provision of Specific Personal Information

B24% FEEABROERLDORD DHIR

1.

The Corporation shall not request the provision of Specific Personal Information
unless falling under any of the items of Article 19 of the Number Act and thus being
able to be provided with the Specific Personal Information.

SEEIT, FEEE 19 S4 BOLTINCHY LIEM AN RORIEZ T 2



ZENTE A xRE . FEMANGRORMZ RO TIAR B0,

The term "provision" in the preceding paragraph refers to the transfer of the
Specific Personal Information beyond boundaries between the Administrative
Organ, etc., and the transfer of the Specific Personal Information within the same
legal entity or the like shall be subject to the restrictions on the use of Personal
Numbers set forth in Article 27.

RO THEfE) LId, 1TBOEEE 2B 2 DR EF ATEHROBEITH Y | [F—ik
NDOWEREDREENFIROBENT, 5 2 7 RITED D 8 AF 5 ORI HHIBRIC
Xabnld5,

Article 25 Restrictions on Collection of Specific Personal Information

#B25% FEEABGROIERIFR

The Corporation shall not collect the Specific Personal Information beyond the
scope of the Processes Using Individual Numbers or the Processes Related to
Individual Numbers.

BRI BN SR 30 SR N 5 BRI O #iPH A4 8 2 T R 8 A
WMAEMELR2NBD LT D,

Article 26 Identification of the Person, etc.

B26% AAERER

1.

The Corporation shall, when receiving provision of an Individual Number from the
Person, check identification of the Individual Number of the Person and implement
identity confirmation of the Person by the method as set forth in Article 16 of the
Number Act.

PRI, KADPBEAESORMZZIT 5L E1T, BEEFHL 6RITED DL
2RV RANDBEANE S OMERL NEEE O THEREITO 6D LT D,

In the case of preceding paragraph, when the provision is made by a representative,
the Corporation shall check identification of the representative, power of attorney,
and the Individual Number of the Person by the method as set forth in Article 16 of the
Number Act.

RTHEOEGEIZB N T, READOLAICH > TE, BHFIEFLI6RITED D HIEIZX
D\émﬁﬂkmﬁmﬁﬁ\ﬁ@%@%%&@ﬁk@@kﬁﬁ@ﬁ%%ﬁb%@
&5,

Article 27 Restrictions on Use other than the Purpose of Use

B2 7% HEMAFROF FHHIR

1.

The Corporation shall not handle the Specific Personal Information beyond the
extent necessary for the achievement of the Purpose of Use specified pursuant to
the provisions of Article 3.

PRI, 53 ROBUEIC LV RE S VR BB ORI LB i A 2 T



FrEE NG HRZ ) oo b Ed 5,

1. The Corporation shall not use the Specific Personal Information other than for the
Purpose of Use, even if the Person gives consent to do so, except when such use is
required in order to protect the life, wellbeing, or property of an individual.

FREIE, A&, FEIIMEDOREDTZDITBENH L HEERE . KA
DEERD -T2 LTH, FIHBEZEL TRHEM AR ZHH L TR oz
WHDET D,

Article 28 Restrictions on the Creation of Specific Personal Information Files
F28% KEBABHRT 7 A NVAEEOHIR

The Corporation shall not create a Specific Personal Information File beyond the extent
necessary for processing the Processes Related to Individual Numbers except in cases
falling under any of Article 19, items (xiii) through (xvii) of the Number Act and thus being
able to provide or receive provision of the Specific Personal Information.

FEIT, FHELLIRL 3 ENE 1 7THETONTRNTEY L TREMR AN A
et L XTZORMEE2ZIT 5 2 LN TE 56 2RE . MAFZREREG 2 AT 5
Te OB 2 A TROEMR AT Y 7 A V2 ER LV D & T 5%,

Article 29 Restrictions on Storing of Specific Personal Information

B295% RFEBABBRORERIR

1. The Corporation may store the Specific Personal Information only within the extent
that is required to process the Processes Using Individual Numbers or the Processes
Related to Individual Numbers.

FRNEL 8 S S AN S BIAR S 2 AL B 5 WS & D FPH IS
RO FFEEAERERE T DN TEDL LD LT D,

2. For documents, etc., that contain an Individual Number and are required to be kept for
a certain period of time by law, the Individual Number described in these documents,
etc., may be kept for that period of time.
EAFEZPRRESNIZLEFD S B, EFFEICL > T EHRRFEDZBMNT 5
NTVDHDIZONTE, L DOLEFFISHM S NIZEAEZICONTIE, €
OHRRET 2D LT D,

3. A copy of the document for identity verification (individual number card, identity

verification document or the like) presented at the time of implementation of the
measures to verify the identity, etc., pursuant to Article 26, a copy of reports, or a
declaration form or the like which describes the Individual Number and is received
when preparing such reports shall be kept as the Specific Personal Information.
# 2 6 FROARNFEOHEGRDFIE 2 R 5 BRICIRR 22 e AR NGB EE (A
FHh— R, HooGRERE) OF L, iEFOEAITLEMEF 2 ERT DI
OV ZETLHMAFRSVEH SN EEELREMAFHRE LTRET DS
DET D,

4. Since keeping the Specific Personal Information of the preceding paragraph is



permitted as a part of the Processes Related to Individual Numbers, such period of
keeping shall be determined while taking into consideration the necessity of
confirmation and the security of the retention of the Specific Personal Information.
ATE DR EMEAFHORE 1L, EAFSEREBEO —RE L TROLNDL Z L
5. HERFHEIZOW TR, R O LMK O EME A TE R ORA IR D4
PEEBEL, RETLHD LT 5D,

Article 30 Ensuring Accuracy of Data

BE30EK T—FXABOERMEOHR

The Processing Operators shall endeavor to keep the Specific Personal Information
accurate and up-to-date, within the extent necessary to accomplish the Purpose of Use
specified pursuant to the provisions of Article 3, such that it corresponds to facts of the
past or present.

FHIARE S F L, FFEMAEREZ., 5 3 ROBUEIZ LV FE I N-FIH B DERK
(CHZERFIANIC W T, EIBUEOFR L BT 5 & 5 B ORH O K
RO EOIFDL LD ET D,

Article 31 Restrictions on Provision of Specific Personal Information

H3 15 KEBRABFBRORBEHIR

The Corporation shall not provide the Specific Personal Information to any third parties
regardless whether or not the Person gives consent to do so, except in cases falling under
any of the items of Article 19 of the Number Act.

FRIL, FBLER 1 IREFICHET L8 2RE, AANOREOAREIZED 5T,
FrEfE Nz i = IRt Lanb o L35,

Article 32 Disclosure, Correction and Disconnection of Use of Specific Personal
Information

FE3 2% RKREBAFBROBSR. STEROFIAELE

The handling of disclosure, correction, etc. (meaning correction, addition, or deletion),
and disconnection of use, etc. (meaning disconnection of use, deletion, or disconnection
of provision to a third party) of the Specific Personal Information shall be made in
accordance with Article 30, Paragraph 1 and Article 31, Paragraph 1 of the Number Act,
the Act on the Protection of Personal Information, other related laws, the Okinawa
Institute of Science and Technology Graduate University School of Science and
Technology School Corporation Rules on Disclosure of Retained Personal Information,
and Okinawa Institute of Science and Technology School Corporation The Review
Standard for Personal Information Disclosure.
FrEMAFROBR, FTIES GTIE, BINSUIHIRZ VD) | FIAELSE FIHOE
1 HEIE =F~ORMEDIE L2V D, ) DENITON T, FBHSIEHE 3 054
F1E, 553 1548 1HE, EAFHRKEESOMORBERES. FRIENITHRE - ET
REBE R 2l P AT 8 TS BT R R . AT N S B i R e R 2 el O A



NEBROBIRIREF AR DFEALEC L DD ET D,

Article 33 Deletion and Disposal of Specific Personal Information

F33% MEBABROHIFRER VRS

1.

The Processing Operators shall, as promptly as possible, dispose of or delete the
Individual Number when the processing of the Processes Related to Individual
Numbers has become no longer needed and the specified period for keeping the
information by pertinent legal provisions has expired.

FH ALY L B AF SRR & T 5 MBI 2R < TR o T2 356 Tl o,

FTBEETICBODTED b TV O IRFHIH 2808 L2 5a 2k, MAESZ TE
DIZT RN BERSUTHIBRT 2 b D & T2,

When the Retained Specific Personal Information or a medium which records the
Retained Specific Personal Information (including those built-in the terminal or
server) is no longer needed, the Processing Operators shall promptly delete the
information or dispose of the medium by a method that does not enable restoration
or decipher of the Retained Specific Personal Information in accordance with
instructions of the Process Handling Officer.

FHEARIE S E T DR R E M NG SOOI RA R E M ATE R TSR S TV D i
B ORRL O —=NIZHNE SN TWD b OE 5T, ) DAEE o GEEIZIT, F
BB AR O RICUED . W0 Y 3% O AT R e ME AR SR D1 T SUTHIFEA A
AIREZR VRIS K 0 HREE I OTE E UL LA DO BEFE 21T 9,

Article 34 Disclosure of Specific Personal Information

B34% FHEBAEROBRR

The disclosure, correction, addition, deletion, disconnection of use, and deletion of the
Specified Personal Information shall be prescribed separately in the "Rules for Disclosure
of Retained Personal Information" of the Corporation.

Rl AT OB R, FTIE, B0, kR, MAELEEOWHEICEL TR, 2RO [k
A IENTEHRFARHIR] (2B THNSED D,

Article 35 Outsourcing to an External Party or Subcontractor

F35% ZEEIIBZFEOBHN

1.

When outsourcing all or part of the Processes Using Individual Numbers or the
Processes Related to Individual Numbers, the Process Handling Officer shall
exercise necessary and appropriate supervision over any outsourced parties to
ensure that appropriate measures for managing security are taken for the Specific
Personal Information.

FHIRFEE L, 8AEFSFHFE SUIEAE SRR EE O Xz
ZRET 556 UREM AT ROZEEHEENEYISGEC b D X ) &t
FITH L. REDOBUIREE 21TH R by,

"Necessary and appropriate supervision" in the preceding paragraph shall include



the following matters:

ATEO TSNS HEEREE ) ([TITROEFIBT 5 FENG EN D,

(1) Appropriate selection of an outsourced party;
ZREJe DY) 7EE

(2) Execution of an agreement necessary to ensure compliance with the measures
for managing security at the outsourced party; and
FRCRN S P A 85T S 5 7o OB B O

(3) Keeping abreast of the handling operations of the Specific Personal Information
carried out at the outsourced party.
ZERESRIZ T L R A NG oD B R P D4

3. With regard to the appropriate selection of an outsourced party of item (1) of the

preceding paragraph, the selection shall be made after confirming that the matters
specified in these Rules are to be implemented suitably for the contents of the
operations to be outsourced, in order to make sure that the measures for managing
security that are equivalent to those taken at the Corporation will be taken by the
outsourced party.
AT 1 5 OLFER OB EIT Y o> T, ZRteOLZ2EHEE), FH
ICBIT A REEIEL RS TH DL Z L 2MRT D700, ABRIZED HKHH
B ZRET D EBNRITIR > T, EEICEMSND Z L1250 T, &b LR
LR HIE7R 670,

4. With regard to the "execution of an agreement necessary to ensure compliance with
the measures for managing security at the outsourced party" of item (2) of Paragraph
2, necessary matters, such as the management and implementation system to be abide
by the responsible persons and the workers who are engaged in the operations at the
outsourced party as set forth below, and matters concerning inspection of the
managing operations of the Retained Specified Personal or Other Related Information,
shall be confirmed in writing as the contents of the outsourcing agreement:

F 2T 2 50 [HRFEIEICL 2B PRTE 2 85T S B 5 70 OIS B R TR OFfifif |
IZOWNWTIR, FFERKWORE L LT, ROFFITHIT 5 EFLRICBIT 2 BEE &
OEBMEREA OF IR OFHAH], PRAFEME NG ROEELOIRTUS DN TOR
BICET 2 FHEFE DML ERFIHICOW T EI THERT 5.
(1) Obligations such as confidentiality of the Retained Specific Personal Information,
prohibition of use for other than the Purpose of Use, etc.;
ORA R E 8 TGRS 2 B frdr, B BOSMRI I O EE IR % D 3655
(2) Prohibition of removal of Retained Specific Personal Information from the
premises of the business of the vendor;
FEFTND O ORAREB AT IMOFFHH L OFIE
(3) The extent of workers who are engaged in the handling of the Retained Specific
Personal Information, and matters concerning supervision and education for the
workers

PRA R E MR RT #2 BUD ) D B H ORI N B FE IS 55



BEROHEEIZEAT L HFHE

(4) Matters concerning prohibition of subcontracting (including the case where the
subcontractor is a subsidiary (a subsidiary as defined in Article 2,Item 3 of the
Companies Act (Act No. 86 of 2005) of the outsourced party);
Bt (BRFEENERtbo 2t (Sthik CEL THIERFE S8 6 5) H2
FEIFIHET 2 FREEL VD, ) ThHGEEET, ) OEILICETLE
TH

(5) Matters concerning restrictions on reproduction, etc. of the Retained Specific
Personal Information;
TRA R E 8 AT R OEREDOHIBRIZBI 4 5 FIH

(6) Matters concerning response and responsibility in the event of an incident such as
leakage of the Retained Specific Personal Information;
AR EME AN IEHR O NFEOFEROFAERFITEB T XSS OEMEIZET 5
HIH

(7) Matters concerning deletion of the Retained Specific Personal Information and
return of media at the end of outsourcing;
ZERERE THRFIZ IS D PR R EME A SO E X OBUR DR AN B4 % FIH

(8) Obligation to report on the status of compliance with the contents of the
agreement; and
TLINE OBESFIRBLUIZ DN T OME D FFHS

(9) Termination of the agreement in case of breach, liability for damage and other

necessary matters.
BN LT GE 28T 28K, HERBERIET OS2 HE

. The Process Handling Officer shall, when outsourcing operations pertaining to the
handling of Retained Specific Personal Information, confirm at least once a year,
primarily by on-site inspection, the management and implementation systems and the
operation of managing the Retained Specific Personal Information at the outsourced
party suitably for the contents of the outsourcing.

TR EEF L, PRARE MR NGO BRI MTAR 2 365 2 MBI EFET 2 56 .
ZREONFITIL U T, ZREAeITIT 2 58 BRRHI K& ONFERE AR IS0 PR A R 2 B 155 2Rt
DEBLORPBUZHSNWT, D7 & BFELRILUE, JFRIE U TEMBRAIS X0 7
2

. The Process Handling Officer shall, when having an indirect employee handle the
Retained Specific Personal Information, take necessary measures so that the
pertaining indirect employee contract explicitly indicates matters concerning the
handling of the Retained Specific Personal Information such as confidentiality
obligation.

FHEBIRETE L, RARERE AT HROBIRAIAR D EB 2 IRE S #E 12 L > T
TOELHE. T BEIRIE SR F R PR 5555 O PR A R E 18 T oD Bl
WCEAT L FEPHAGKIND X O MERIFE LT D,



Article 33 Secretariat

F33% HHR

The secretariat for the procedures of these Rules shall be conducted by the Rules and
Compliance Section.
AHROFRUCHET D2FHERIE, ER - AT ITAT AT a s PToH,

Article 34 Disciplinary Actions
F345% B

If a Corporation’s employee violates the provisions of these Rules, the Corporation may
take disciplinary action against him/her as prescribed in the Corporation’s Rules of
Employment.

FEOBBENARBRIER Loma. PRI, G EIZ W T, 2ROt ER I
(CE D DA DR LT HZEND D,

Article 35 Miscellaneous Provisions

BB35% A

In addition to the provisions of these Rules, other necessary matters related to the Specific
Personal Information shall be prescribed separately by the Secretary General.

ABRRIZED Db ODIED, FFEEANERICE L CRELRHIHIT, FHEREIHNCE
DD,

Supplementary Provisions (Version 1.0)

BRI (351050

Approved by the CEO/President

HER - PRIME

These Rules shall come into force as from January 1, 2016.

ABEIL, E2 81 H 1 HblEftd 5,

Supplementary Provisions (Version 1.1)
FPEI (581.1fK) Partial Amendment —¥BckF
These Rules shall come into force as from February 8, 2016.

ABREIL, FE2 82 H 8 HMblif13 5,

Supplementary Provisions (Version 1.2)
MR (351.2RF%) Partial Amendment — gk (F
These Rules shall come into force as from April 1, 2018.

AHRRIZ, PR3 0FE4 A 1 AT %,

Supplementary Provisions (Version 1.3)
FHEI (381.3fK) Partial Amendment —HciiE



These Rules shall come into force as from April 1, 2021.

AL, SM34FE4H 1 BT 5,

Supplementary Provisions (Version 2.0)

BRI (552.04%)

Revised by the Secretary General

TR R UGET

These Rules shall come into force as from April 1, 2022.

AL, 202284 1 B6EIT1d 5,

Supplementary Provisions (Version 2.1)

BRI (B 2,100

Revised by the Secretary General

FHRRUGET

These Rules shall come into force as from August 1, 2023.

AHEFEIL, 202 348 H 1 ANnbhfTd 5,

Supplementary Provisions (Version 3)

(IEUNEERT)

Revised by the Secretary General

R RUGT

These Rules shall come into force as from October 1, 2024.
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