Okinawa Institute of Science and Technology School Corporation
Rules on Handling Individual Numbers and Specific Personal Information
FRAE NHRRA BT R B R F
BANE = K ORERE NG IR

Article 1 Purpose
Bl BHY

The objective of these Rules is to prescribe the necessary measures to ensure the
appropriate handling of Individual Numbers and Specific Personal Information
(hereinafter, the “Specific Personal Information”) at the Okinawa Institute of Science and
Technology School Corporation (hereinafter, referred to as the “Corporation”) in
accordance with the Act on the Use of Numbers to Identify a Specific Individual in
Administrative Procedures (hereinafter referred to as the “ID Act”).

AT, ATEFRUCR T D5E DN EZ TS 5720 OFZORMFICET S (LA
T BEEE] Lo, ) IS FRIEAMRAZEI R REZE (LLT T4
] L9, ) IZRITHMEAE SR OREE AR (LI TREEAE#] Svo, )
DG BAR ORI B LB FHA ED H Z L2 A& T2,

Article 2 Definitions
H2% EE

1. The definitions of the terms used in these Rules shall be construed in accordance with
each of the following items.

AHRRICEB T HHEBEOERIT, OB FIZEDD EZAITLD,

(1) Individual Number — {H A% 5

Means the number obtained by converting a resident record code pursuant to Article
2 paragraph (5) of the ID Act in order to identify the person to whom the resident
record where said resident record code is stated pertains.
FHEHB2RESHENEDHERET—F2EB L THELNLE S TH- T,
UUEREA—-FPARHSNTAERFEIRLIEFE LR BT L0 ESNDL D
DEVD,

(2) Specific Personal Information REE N THH
Means Personal Information that includes the Individual Number.

AT % FDONFIZEHTHENTEREZ VD,

(3) Specific Personal Information File 4 EEAIEHR 7 7 1 /v
Means the Personal Information File that includes the Personal Information.

ENEHRZ £ ONFICETLEAF®R Y 7 A L2 0 D,

(4) Affairs Related to the Individual Number {f A% 5BIFR 3%

Means the affairs that are processed in relation to affairs using the Individual

1
Rules_Individual_ Number_V2.1_20230801_cl



Number by using another person’s Individual Number to the extent necessary
pursuant to the provisions of Article 9, Paragraph 4 of the ID Act. (Affairs using the
Individual Number means affairs that persons processing administrative affairs,
such as Government, local governments, or incorporated administrative agencies
or other individuals and organs assuming administrative functions process by
using the Individual Number to the extent necessary to search and manage efficiently
the Personal Information in the Specific Personal Information File that is kept by
said persons pursuant to the provisions of Article 9, Paragraph 1 through Paragraph
3 of the ID Act.)

FFEF IRE AHOBEIC L W EANESFAFE (E, 7 83LHIE, Sz
ITBUE NEZ DM OITERFS & WP 5 F 3 FSRH 1 T B H 3 HOMEIC £
D EDORAT DHREBATER T 7 A4 BTN A2 DA LKW
BT DOICHERIRE TEAEZZFH L TRET L HE) (2L TITh
NDOMANDMENGE 5% LERRETHHA L TT O FHEE VD,

(5) Person A A
Means a specific individual who is or can be identified by an Individual Number.

B 512 K CRlB S TR S A R EDEAZ W 9,

(6) Worker 763£%
Means a person within the organization of the Corporation who is engaged in the
business of the Corporation under both the direct and indirect direction and
supervision of the Corporation. Specifically, apart from officers and employees of the
Corporation, this includes temporary employees, etc.
R ORI & > TEIEME IS EE O REER 252 1 THEREOEFITEF L
TWHEZV ), BEICIE, FREROEREDIZ), IRERE S 25T,

2. The definitions of terms in the following items shall be as set out in the Corporation’s
Rules for Personal Information Protection.
ROFFZHGT 5 HFEOERIT, WATROKECE T H3E8 (P 1 5 FIER
$55 7%5) DERICLD,
(1) Personal Information {& A 15
(2) Personal Information File  fEAIHFH T 7 1 /L

Article 3 Specifying and Changing Purpose of Use
FH3% FABHNDORERVOER

1. The Corporation shall use Specific Personal Information only for the following purposes
(hereinafter, the “Purpose of Use”).
FEIE, RICBIT2EB (LT RIHER] E0o, ) IZBWTOR, FEMAE
WEMHAT LD LT 5,

(1) Specific Personal Information about officers and employees, students and their
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spouses and families of the Corporation

FEOKE., FELOT OBRUEE N Z OBIRIZ 237> 2 K 8 A5

a. Affairs concerning tax withholding at the source for earned income and retirement
income
iG-S K ONEIR AT A5 O IFIR BRI B9~ % 55

b. Affairs concerning the creation of declaration of tax exemption for salaried
employee, notification of insurance premium deduction and notification of special
exemptions for the spouse of the income earner
feG-ATSE OREPERRS (BRE) HEE. CREREHERR B & FIHG G- THRE DR
R e bR R A A ERRIC B 2 5585

c. Affairs concerning mutual aid business (Private School Mutual Aid) in accordance
with the Promotion and Mutual Aid Corporation for Private Schools of Japan
HARFRASZ AR - g g6 M K o v Fe2e (RApdtyy) (BT 2955

d. Affairs concerning the notification, application and claim for health insurance and
welfare pension insurance
] AR ORBR-CE RS ORI X OVRAEERIRR O JE H R OGS, 75K
(BT D S

e. Affairs concerning the notification, application, claim and creation of
certificates for employment insurance
JEMPRBROJE . RS, Gk M OGERA EIERUCB 9 5 F5

f. Affairs concerning the creation of certificates for worker’s accident insurance
57 RPRBROFEA FEVERUZ BE 9 % F55

g. Affairs concerning the creation of notification, registration and the application for
property accumulation savings, and property accumulation pension savings
WMIER R EITE . MERKRERITEOREE, BHELROHIAEERIZET
BT

h. Affairs concerning notification of Category III insured persons for the National
Pension

E R DH 3 S RRE JE B3 5 55

(2) Specific Personal Information concerning individuals other than pursuant to the
provisions of the preceding paragraph
RITEIZHE T2 & O LS OE NI BE$ 2 R 8 A1
a. Affairs concerning the creation of payment records for remuneration and fees, etc.
PRI K OV 4858 D SCEATR VBRI B9~ % H85
b. Affairs concerning tax withholding at the source for remuneration (including
gratuities and allowances) paid by the Corporation

PR O HET 2WmM GRENOFLEETe, ) OBFRBIIIET 5 35
(3) Specific Personal Information relating to real estate or other transaction
REYPE ST DD ERG 2737 2 FEE fE R
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a. Affairs concerning the creation of payment records for real estate rents or for other
transaction
ANEYEE DA B ELE DM OES 2372 ST EAERIZ BT 5 FE

b. Affairs concerning the creation of payment records for consideration paid for
acquisition of real estate or for other transaction

ARENE ST Z DO RGN 1T %5852 1T O Rl D KA EAERIZ BT % 5

If the Corporation proposes to change the Purpose of Use, this shall be done within
the scope of what is considered to be reasonably equivalent to the Purpose of Use
prior to the change.

FRIZ, FIHAMNZZEL XD L3558, ZERIOFM AR L HHL ORI Z A
T5LEHMICEOONLFHATITY) D LT 5,

If the Corporation changes the Purpose of Use, the changed Purpose of Use shall be
notified to the Person or publicly announced.

FEIE, FHAMZZEE L2SEE, 28 LA BRIZOWT, RANIZ@H L X
TRRTHHDET D,

Article4 Notice or Announcement of the Purpose of Use at the Time of Acquisition

45 WMBIZEL COREBROBRUIASE

1.

If the Corporation acquires Specific Personal Information, it shall notify the Person of
the Purpose of Use or publicly announce it beforehand.

FERIT, FFEMAFRE BTG5 & X%, TOEORABEZARNTBE IIART
HHDET B,

The provisions of the preceding paragraph shall not apply to the following cases.
ATEOBUEIE, WICHEIT 2 HEIZ >0 TiE, BHA LRV,

(1) Cases in which it is necessary to cooperate with Government, local government,
incorporated administrative agencies or other individuals and organs assuming
administrative functions in executing the affairs pursuant to the provisions of laws
and regulations and when notifying the Person of the Purpose of Use or publicly
announcing it risks impeding the execution of the affairs.

[E, MG ASEEIR, MNIATBOE NS Z O OITBIR S & I 5 F DNER DO E
OLEHZETTHI IS L THIT28ERNHLHETH- T, FIHER
EARNCHEMUIIART DI LICLY, SEFBORTICKEEZ KT L
nb 558

(2) Cases in which it is considered that the Purpose of Use is clear in consideration of
the circumstances of the acquisition.

BAF ORI S HTHAHMRHLNTH S LBO BN L HE
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Article 5 Restrictions on Acquisition

% 5% BUROHIR

The Corporation shall not collect another person’s Specific Personal Information, except
in cases that fall under any of the items in Article 19 of the ID Act.

FREIL, FLEE L IRB ZONTINIZET L2568 2RE . A DR ERE AT #H)
ZINE LW HD ET 5,

Article 6 Restrictions on Request of Provision of Individual Number

6% EABESOREORDOHIR

The Corporation shall not request another person to provide an Individual Number,
exceptin cases where the person falls under any of the items of Article 19 of the ID Act and
may receive provision of Specific Personal Information.

FhEE, FEIESR 1 9 RGN L TREBAERORIEELZIT 5 Z N T 556
whRE . MK L, AFESORMEZ RO RN D LT D,

Article 7 Personal Identification

BTHR BRAER

When the Corporation receives provision of an Individual Number from the Person or that
Person’s agent, the Person shall be identified in accordance with the provisions of Article
16 of the ID Act, using the following method.

FEIZ, RAXIIZDORBANDEANE S ORMELZ 2T 5 & &1H, FHIEFRL 65KD
HEIZHEW, LT OTFEIZ XV RKAMERZITO bDET D,

(1) Cases where the person has an Individual Number Card, by presentation of the
Individual Number card or the copy

EANE TV — R AT 55613, EAEZI— FORFRITLDOE LORET

(2) Cases where the person does not have an Individual Number Card, by presentation

of each of the following documents or the copy (However, in the case that the
Corporation finds that such person is the Person based on consideration of the
employment relation with that person or other circumstances, there shall be no
requirement to receive provision of the documents to verify the identity.)
ENE T — Faf S2WEEE, DUTORFHORRXIIZOG Lo (7272
L., TOZELEMBRIZHL ZLXZDOMOEREEZHRL, TOENAANTHD
ZEDBHBENTH D EFRPBODGEIIE. a2 R T D712 OFEHDLE
REZT HHEZE LY, )

a. Either the Notification Card or resident record with Individual Number attached
BRI — FXAIENFE T SR EREOWT AN T A

b. Any document (limited to currently valid documents) such as a driver’s license,
passport or other document that verifies identity

HEERUFFRE, kIR OMMOF ST MRS D720 DFH (R L THRWE DIZIR
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Do ) DWTIHT

Article 8 Security Control Measures at acquisition

8% D/ROZEFERE

When acquiring Specific Personal Information, the Corporation shall undertake the
security control measures as pursuant to the provisions of Article 21, Article 22, Article
25, Article 26 and Article 31.77[ 1%, FrEMANIFHROBFFIERL, 2 154, B2 25,
F2565% H2O6HRKVHE3 1RICEDLLZLEHIELHET DD LT D,

Article 9 Restrictions on Use other than the Purpose of Use
94 A B 89S OF H O R
1. The Corporation shall not handle Specific Personal Information beyond the scope

necessary for achievement of the Purpose of Use specified by the provisions of Article
3

RN, B 3FOHEIC X 0 EE SR BB O BRI LR #H & 8 2 CH
EENTEREZ D TN ED LT 5,

2. Notwithstanding the provisions of the preceding paragraph, in cases that fall under
any of the following items, the Corporation may handle Specific Personal Information
beyond the scope of the Purpose of Use specified pursuant to the provisions of Article
3.

HIEDOBEIZ D DD BT IROFFOWTINTEET 556, FREIE. F3%KD
REIZ XV RrE SR BRI O#ME 282 TREMAFREZIVE S Z LT
& D,

(1) When there is a disaster of extreme severity (however, restricted to affairs to the
extent necessary for the payment of money such as mutual aid money based on a
contract that has been concluded in advance)

BAEREFENRE L& (2L, BEEOHNNE, T oMK L 722
SLEBBROTINNELT D T2 OB EFEOFRBEANICRS, )

(2) In cases where it is necessary for protecting the life, body or property of humans,
when the consent of the Person is obtained or when it is difficult to obtain the
consent of the Person
ANDEfN, BEIIMEOREDOT-DICLENH HHAETH-> T, KADRE
D) UIARANDREZGEL Z ENHETH D &=

Article 10 Restrictions on Generation of Specific Personal Information Files
B10% REBEAERT 7 A LAEROHIR

The Corporation shall not generate a Specific Personal Information File beyond the extent
necessary for processing Affairs Related to the Individual Numbers except in cases where
he or she falls under any of Article 19, items (xi) through (xiv) of the ID Actand can provide
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or receive provision of Specific Personal Information.

FREIT, FHEELISRL 150061 4 5ETOVTRNICEEYS L TRERAE#Z i
LI ZORMEEZ T D LR T 56 2RE. BAESBERFEE 2L 57
OBz 8 2 CTREEB AR Y 7 A VEER L 720 b D &5,

Article 11 Security Control Measures at Use

®11% FAROZSEHEEE

When using Specific Personal Information, the Corporation shall undertake the security
control measures as pursuant to the provisions of Article 21, Article 22, Article 25, Article
26, Article 27, Article 28, Article 29 and Article 31.

L, FREMASFROFIMICE L, B2 148, H2 25 HB255%k HF2654% H2 TH,
F285%, H2IFKVESIRIEDLIZLEEHFELZHLLI LD LT 5,

Article 12 Keeping Specific Personal Information

Bl25% KEBAFRORE

The Corporation shall not keep Specific Personal Information, except in cases falling under
any of the items of Article 19 of the ID Act.

FRIL, BHEFE 1 IRESITEYT 256 2R<IT0, FEMAGHRZRE LR
HLDLT D,

Article 13 Ensuring Accuracy of the Data

B/13% T—FNADOEMREORER

The Corporation shall endeavor to hold accurate and up to date Specific Personal
Information to the extent necessary for achievement of the Purpose of Use specified by
the provisions of Article 3.

FEIT. B3 ROHCIT I VERE SN B OERIC L EE R PHANIC BT, Fr
TEME NG 2 IERED SR DIFERICHERS L O FDOHHDET 5,

Article 14 Provision of Specific Personal Information

Bl14agk FHEBAERORME

The Corporation shall not provide Specific Personal Information except in cases falling
under any of the items of Article 19 of the ID Act.

FRIE, FHERE 1 9RETITELT 256 2RI, FERAEREZREE L 220
boLT D,

Article 15 Deletion and Disposal of Specific Personal Information

B15% REBABBROHIRKEORESE

The Corporation shall as quickly as possible dispose or delete the Individual Number in
cases where the need to process Affairs Related to the Individual Number has ceased and
the retention period pursuant to the provisions of laws and ordinances has passed.
However, retention may continue in the case that it is possible to mask or delete so that
such Individual Number portion cannot be reconstructed.
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FREIE, EAESEREE 2 LT 20BN RS o258 T ol TEIESICE
WTED BN TS RAFHFE Z /S LIZH A ICE, BAFSZ TE D712 3E00NIBE
TXFHIRT 20D & T %, 2L, TORAF T 2@ TERVEREICY A%
Y ATHIBR LTS EIIE, REEMKRE T 2 2 &N TE Db D ET D,

Article 16 Security Control Measures at Retention, Provision, Deletion and
Disposal

F165 KR B HER BEFORZEFHENE

When retaining, providing, deleting or disposing of Specific Personal Information, the
Corporation shall undertake the security control measures as pursuant to the provisions
of Article 21, Article 22, Article 25, Article 26, Article 27, Article 28, Article 29, Article 30
and Article 31.

PRI, FEBAGRORE, 28 HIBR, BEIICBEL, H2 156 H225%, $2
55, 265k F2T5, H28%, F295%, HIORKVE3 1RIEDDIL
PEHHELZHE LD LT D,

Article17 The Person in Charge of and the Person Responsible for Handling

Affairs

BL75% FERRELSEROEES

1. Asprescribed separately, the Corporation shall clarify the extent of affairs for handling
Specific Personal Information, and after clarifying the extent of Specific Personal
Information to be handled for identified affairs, identify the Worker to be engaged in
such affairs (hereinafter referred to as the “Person Responsible for Handling Affairs”)
and the person in charge of handling such affairs (hereinafter referred to as the “Person

in Charge of Handling Affairs”). In addition, the operational procedures when acquiring
Individual Numbers shall be prescribed separately.

FRIE, BIERED D LR Y FREME AN E 0 %5 FB ORI 2 A L, Uk
B L7255 B W TR o R E I8 A IF s ORI 2 BfEIC L7z BT HEZFHIC
EET LA (LT THFBEIREER] Lo, ) ROUEEBEORIRE L
(LT TS E] Lo, ) ZWEICT2b0E 45, o, MAFTZ
BT DBROFBE TR, HREDL B0 L35,

2. The Corporation may outsource some operational procedures when acquiring
Individual Numbers to business operators that provide cloud services. However, even
in the case of outsourcing operational procedures to a business operator, the Personal
Identification pursuant to the provisions of Article 7 shall in principle be conducted by
a Corporation’s employee.

FEIE, EAE S ZBGT DBROFEFRO %, 777 Fh—t 2 z2R{t 5%
FHEFCT DN TED, KL, FBFREFERIIEZCT LG TH- T
b, T RICED DARNMERITEHN E L THREOBENMT Y bD L2,
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Article18 Person Responsible for Managing Specific Personal Information

F18% WEBAFHRETERMES

1.

The Corporation shall have a Person Responsible for Managing Specific Personal
Information for the security control of Specific Personal Information, and the
Secretary General shall serve in this position.

FREIT, FEFAFROZEFEHOIZOREFAFREHIEEE 2ES. FHRRE
HoOTIHITHET D,

The Person Responsible for Managing Specific Personal Information shall have
jurisdiction over the following areas.

FrE R B REEA T, RICHBIT 25 Z2ET 5,

(1) Ensure awareness of these Rules

ARHRR O JE 0

(2) In cases where revisions to these Rules are proposed, draft such proposed revisions
AHBEZYIEL K9 L2556, TOWERDILE

(3) Draft, formulate and ensure awareness of regulations concerning the security
control of Specific Personal Information, etc. (except these Rules)
FrE G ROZEEHICET LR (LR LAREREZRS, ) OE, fEKk
O DJE

(4) Collectreports from the Person Responsible for Handling Affairs and give advice and
guidance

FH PR EEE O OWE OBIL L OB E N R

(5) Educate and train the Person in Charge of Handling Affairs concerning the
appropriate handling of Specific Personal Information

R T A1) A1 B0 0D 008 1) 72 BB M BE S 2 s R 2 3 S 2 B L OWHE O
St

(6) Matters concerning other security controls for Specific Personal Information

T DR EE NG D2 2 BIZ B4 5 FIH

Article 19 Obligations of Workers
F19% REERFEOEH

1. No current or former Workers shall disclose the details of the Specific Personal

Information, etc. that they have come to know in the course of business to another
person without due cause or use such information for unjust purpose.

WEEEE XIWEFR ThH o 2B 1L, G LA F R EE AERONT 2 120 12
AN S ST ARG 2R BN LTI 57220,
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. AWorker who understands that there has been or there is indication of leakage, loss
or damage of Specific Personal Information shall report to that effect to the Person
Responsible for Handling Affairs or the Person Responsible for Managing Specific
Personal Information.

FEEE NG BEE O 2D STIREAE U < IXBAROFAE XTIk 2 08 L 7 1EEE
X, ZOFZFHIIREEE IR ERAEREHEEREICRET 26D LT 5,

. A Worker who understands that there has been or there is indication of a violation of

these Rules, shall report to that effect to the Person Responsible for Handling Affairs
or the Person Responsible for Managing Specific Personal Information.

ABRRIOER L TV D FETIE AR LRI, TR 2 FB R EL
BIRFEMNFHREHEEA TG T 00D LT 5,

. On receiving a report as set forth in the preceding two paragraphs, the Person
Responsible for Handling Affairs shall immediately report such matter to the Person
Responsible for Managing Specific Personal Information.

FHBHEEE X, AT HOME 22T 72 BICX, BEHICENERE A EHREEE
EEICHET DD LT D,

. The Person Responsible for Managing Specific Personal Information shall examine the
details of the reports as set forth in the preceding three paragraphs, and in the case
that it is ascertained that these Rules were in fact violated, report without delay to the
CEO/President, while instructing the relevant departments to take the appropriate
measures.

FrEE N REBREE L, =B K MEONEZRAE L, ABRRITENT
FEMNHALIZGEIDIE, B CHEER - FRICHET S & L bl BREBEIC
U HEEZ L D LR T b D LT D,

Article 20 Security Control for Specific Personal Information

F205% RBEEBAFHROZEEH

The Corporation shall take the measures pursuant to the provisions from Article 21 to
Article 24 and Article 31 to prevent leakage, loss or damage of Specific Personal
Information, and other security control of Specific Personal Information.

FERIL, FFEMEAEROWR 2\, B UIBHE OB 12 OO RFEE AT ® O % 28
BOLDIZ, H2 1Xx00H2 4KLKVFH I 1 RICEDLHEZHLDBDO LT D,

Article 21 Record of Handling Specific Personal Information
B21% FEBANGHROBPRILOTE

1. The Corporation shall record the following using the separately prescribed format

“Management Register for Specific Personal Information”.

FRIE, BIRED DA TReE AT RE G 2 HWT, UM 2y 2,
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(1) Type and name of Specific Personal Information File
FeE B NG SR 7 7 A L OFEFE K O B

(2) Person responsible and handling department
FAEE K OB

(3) Purpose of use
FIH B

(4) Status of deletion and disposal
HIlER K OVFEFERAR I

(5) Persons with access rights

TR AMEERTDE

2. Specific Personal Information must not be recorded in the Management Register
for Specific Personal Information.

R BTG A BREIRICIEL, FrE M AFmziiH L T3k bu,

Article 22 Record of Management Status

#22% ERRLOEE

The Corporation shall record the following items as the system log or using one of the
separately prescribed formats: “Management Register for Specific Personal Information”
or “Record for Taking Out Specific Personal Information” to verify the status of
management based on these Rules.

FREIT, AFRICES EARRZHRE T 5720, LTOEBZ Y AT Ln 7 3hE
DDA TRPEE A FBHEBLGIR] U3 TREM AR B HIRLERE] ovFhrg
MWTREET %,

(1) Record the use and output of the Specific Personal Information File
FeEEATEH®R 7 7 A VORI KO IR O Fe

(2) Record documents and media taken outside
L/ OEAROFF B H L OFLEk

(3) Record deletion and disposal of Specific Personal Information File
Fe B NG SR 7 7 A VL OHIBR K& OBESE O Rk

(4) Record the proof in the case that deletion or disposal is externally outsourced
from the Corporation
HIBRSUIBE L FE LS OB ICEFE LG E, T astid 2 acek

(5) Record the usage (such as login history or access log) of the information system for

the Person Responsible for Handling Affairs or the Person in Charge of Handling Affairs in
the case that Specific Personal Information File is handled in the information system.

B ANW T 7 A LB WY AT AT O Ha, FHERE TS UTH
BHARAE L E OGRS AT L OFPIRI (v 7 A VEFEXILT 7' An 75%)
DR
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Article 23 Responding to Events such as Information Leaks

235 BHRRLZVEZEOER~OXG

1.

A Worker who understands that there has been or there is indication of an event such
as an information leak shall promptly report to the Person Responsible for Managing
Specific Personal Information or a person designated by such person.

A DEWIN A WVEOFROFATIME LR LI Ga8I12id, EeIRE
R S8 B SUXRADEA T 5 B 1 TEAE L 22T 5720y,

When a report is received as set forth in the preceding paragraph, the Person
Responsible for Managing Specific Personal Information shall promptly convene a
meeting of the Specific Personal Information Incident Investigation Committee.
AIEEDOME 232 72 & ST, FPEE AN FEEBEEIEE 1L, B SRFEE A
HEEZERZHET D,

The Specific Personal Information Incident Investigation Committee shall comprise
members from the following list as deemed necessary for each matter by the
Committee chair, with the Secretary General serving as the Committee chair.

R\ NTE S HGRAEZERIT, FHRREAZER L L. UTORNORHT LIE
BEENVELRO HH THRT D,

(1) Dean of Faculty Affairs
BEH YT

(2) Vice-President for Human Resource Development
RIESENUN =it

(3) Vice President for Financial Management
AR (MEHY)

(4) Vice President for Communication and Public Relations
RlR (RHESY)

(5) General Counsel
R

(6) Chief Information Officer (CIO)
e wEEAE (Cl0)

(7) Other persons that the Person Responsible for Managing Specific Personal
Information considers to be necessary

Zofl, FFEFAFHREHBEEDPLETH D LBOTH

4. The Specific Personal Information Incident Investigation Committee shall

appropriately and promptly deal with the following matters as required.
FrEMAERFEGHEZ BRI, LEIISE, FRROFHEIZ OV TEGIA D 5t
TN AR

(1) Examine the facts and determine the cause
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F IR OFIE K OUSIA D FEH
(2) Notify persons who could be impacted
B AT D AIREMED & 2 FH A~ D
(3) Notify the Specific Personal Information Protection Commission and the competent
cabinet minister
FeE R E M ORE S B K OVEF REL S~ 0
(4) Investigate and set measures to prevent reoccurrence
FRFEPT IR SR DR M QR TE
(5) Publicly announce the facts and measures to prevent reoccurrence.

FHEBAR K OHIER LR D AT

Article 24 Understanding of the Status of Handling and Revision of the Security

Control Measures

$24% BERUOEERUCRZEEEEEOREL

1. The Corporation shall appoint the Chief Internal Audit Officer as the audit manager
who understand the status of handling Specific Personal Information to be involved in
evaluating, revising and improving the security control measures.
FRIT, FREFEAFROBBRIL 2R U, 2228 PR E O Rl M OV E LE N Zek
T Ee/ow, PRICEAEFEAZES, ReNHEEEEE L > THE TS,

2. The audit manager shall inspect the status of handling Specific Personal Information
while giving advice concerning revisions to the security control measures.
EAEEE L. FEMAFROBIRIZ T 5 & & biZ, LEBEHIED RE L
(BT SBE 1T O,

Article 25 Supervision and Training of Workers

B255% WXEBEOEERVHEE

The Corporation shall provide the necessary and appropriate supervision and training of

the Worker for security control of Specific Personal Information.

FEIE, FEBAGROLZEEHOIZDIT, WEEE T 2L E Ol g R BB kO
BETHI>bDET D,

Article 26 Supervision of Entrustees

F26% FEitkOERE

1. When outsourcing all or part of the handling of Specific Personal Information, the
Corporation shall, as a general rule, clarify the measures that the outsourcer should
undertake in relation to the security control of Specific Personal Information in the
outsourcing contract after previously verifying whether or not the measures being
undertaken at the entrustee are at an equivalent level to the security control measures that the
Corporation should be discharging in accordance with the ID Act, and carry out the necessary
and appropriate supervision over the outsourcer.

FEIT, FEEAEROBKEOER UL 22RO IRFET D & S, &Gt
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FICBWTEBBICESEZRP R TR ZLEBEE L REOFENHEL D
NTNDINEPTONTTOMR LY 2T, FHlE LT, ZFEROICBWTEE
EANEROLZREBUCONWTRIEEDHET REHELZHA L NIC L, ZFEF T
BB B AT b D ET D,

2. The entrustee shall obtain the consent of the Corporation in the case that all or part of
the handling of Specific Personal Information has been further outsourced by the
entrustee. In addition, in the case of further outsourcing, the Corporation shall
supervise to ensure the entrustee carries out the necessary and appropriate
supervision over the further outsourcer.

BN B EE A RO O T —H 2 HEET 25481201, FEROKHE
EEHHDOETH, B, BEEMTbNGE. FERIL. BN HFEEICk
L CHED ORI B 24T > TV A DI OW TR AERT A LD L35,

Article27 Control of Areas Handling Specific Personal Information

B27% RBEEAFREZRYES RBMOEE

The Corporation shall clarify the areas of control for information systems that handle
Specific Personal Information File (hereinafter referred to as the “Control Areas”) and
areas for implementing affairs for handling Specific Personal Information (hereinafter

referred to as the “Handling Areas”) and undertake each of the following security control
measures.

FEIL, FPEMANBRZ 7 A NV ERV B EHR AT 22 ERT LXK (LU &8
Kige| &vvo, ) ROWFEMANGERZIY % 5 FEE2 I3 5 Xl (LU Tk XK
EWVWd, ) EHHEEICL, ENENLUTOLERY OLREEHEELHET D,

(1) Control Areas ‘& B [X4i
Entry/exit control and restrictions on carrying devices, etc. into Control Areas

AR AR B K OV B DI~ B 1A T b 25 55 O il IR

(2) Handling Areas  Htdl[X ik

Undertake measures such as placing walls and room dividers, stationing seats in
locations with few comings and goings other than the Person in Charge of Handling
Affairs, moving seats to locations with a low possibility of being able to peek from
behind, and affixing privacy filters to prevent being able to peek at computer displays.
BE ST MAE) 0 5 ORRIE K OV 3085 Bl AE 24 F LIS O F OIE R D 72 g i~ D
JERFRLE RS, HR O E S5 ATREMEDMEWGET~DEEZE), ==
—HT A AT VAME R T 4 V52— (T TA R —T 4 V5 —) DFEE

Article 28 Prevention of Theft or Loss

F28% WLEHRUMEDOPIL

The Corporation shall undertake the following security control measures to prevent theft
or loss of devices, electronic media and documents that handle Specific Personal
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Information in the Control Areas and Handling Areas.
ST, EER RN O K 38 1 2 R M AR 2 B0 4 O #ds . B EAR R DY
THHOWHE I R ZB LT D720, IFTOREEEEEZHT 5,

(1) Keep electronic media and documents that handle Specific Personal Information in
cabinets and archives that can be locked.
FrEEANTERAZ I 5 EFEASOIFERIL, METE5F v Exry b - FhiE
(ZIRE T D,

(2) Fix devices that handle Specific Personal Information File with a security wire.
FrEEANEHR 7 7 A VERO P OEERE, X2V T 4 U A Y —IC XY EET
%o

Article 29 Prevention of Leaks when Taken Outside

F295% FLHITBEEORAVWORIE

1. The Corporation shall undertake the following measures in the case of carrying
electronic media and documents in which Specific Personal Information is recorded
outside Control Areas and Handling Areas.
SR, RFEE G SRRk S AT B A AR ST 2 A DA S AR K oD
MR L6, T OREZH#T D,

(1) Protect through encryption or password data that is carried or use lockable
transportation containers. However, when having to submit legal records in the
form of data to administrative agencies, follow the method of submission stipulated
by the administrative agencies.

RO LT =2 O, N AT— N2 X 50 UTh#E T & DA s 2
T, T2l L, ITEHERBRICEERELZ T — 2 TRIHET212h - TE, 1TBUE
B FEET 2T USHE D,

(2) Documents in which Specific Personal Information is recorded shall be carried with
a seal.

R EE AT ISR S 7o FRIE. B L TR BT,

2. In principle, electronic media and documents in which Specific Personal Information
is recorded shall not be taken outside, except in the cases of the submission to
administrative agencies.

FrE M NG FLER S VB EHASOTFHIL, Al U TITBHEBIC IR 3%
LaaRn T IhafbH LTk b2,

Article 30 Deletion of Individual Number, Disposal of Documents, Devices and
Electronic Media

F30% MEABESOHIER T, BERUCETFEEORESE
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1.

2.

When deleting or disposing of an Individual Number, the Corporation shall delete or
dispose of such using an unrestorable method in accordance with the following.
FERIE, AT S ZHIBRSUTRERET DI, INICE-> T, HILTERWVWFET
HIBR SUTBERET 2

(1) In the case of disposing of documents in which Specific Personal Information is
recorded, incinerate, dissolve, use a shredder that can cut to the extent that
reconstruction is impossible or mask to the extent that the Individual Number
portion cannot be reconstructed.

FeE A N L S W ER AR ET 256, AL . Eoo R TReRik
JEIZEBr A RER Y =2 Ly H— ORI UIEANFE B3 A E T TE R WIRED~
Ax T HAT D,

(2) In the case of disposing of devices or electronic media in which Specific Personal
Information is recorded, use dedicated data deletion software or destroy physically.
Fe e N TH AN FLE, S LT fids T B IR 2 BT 256, FHOT —2H|
B2 7 b U =7 2R L SUIMBER R 217 9,

(3) In the case of deleting the Individual Number or some Specific Personal Information
within a Specific Personal Information File, delete using a method that cannot be
reconstructed unless using dedicated software, program or equipment for data
reconstruction.

FeEME AR 7 7 A VP OEANEFZ L —HOREME AN EREHIRT 2546,
T—HEITHOERY 7 Ny =T Ta s T AXITEEE AW RITIEEICT
TRV FETHIRT %,

In the case where an Individual Number or Specific Personal Information File was
deleted or in the case where the documents or the electronic media were disposed of,
the Corporation shall retain a record of the deletion or disposal. In addition, in the case
that such affairs are outsourced, the Corporation shall verify the definite deletion or
disposal by the entrustee with a certificate of proof.

FEIE, BAE S XIIFERNE®R T 7 A V2 HIBR Lic e L < IEEEXTE
FHARZ BETE L2 581003, BIBRSUIBEZE LR A2RTET 5, £, ThbHDE
RuTHET0,G . FRIL, ZRUEPMEEICHIBRSUIBERE LI Z LIToW T, Gl
FIZLVHERT DD LT D,

Article 31 Technical Security Control Measures

315 HTWEZLEHEE

1. The Corporation shall control appropriate access to limit the person in charge of

handling affairs and the scope of Specific Personal Information File handled in such

affairs.
FREIE, FHIERAE Y E KOS EE TR 0 BFEMEASE#R T 7 A VO %
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RET D7D, w7 7 v AHliHEZITH> bD LT 5,

. The Corporation’s information system for handing Specific Personal Information shall
authenticate that the Person in Charge of Handling Affairs is the person with the
correct access rights based on the identified results.

FREOREMAGFRZ IO F O IFHR AT DE, FHIRARHLE N ELRT 7
AMEATLHETHDL T L&, @I LIERRICESESRAET 5 b D & T 5,

. The Corporation shall undertake the following measures to protect the information
system against unauthorized external access and malware.
FREIT, BRI AT LEINENDLDORIET 7B AIIREY 7 b7 =T i biki#
T570, LTOREZHELE D,

(1) Measures such as firewall shall be established at the connection point between the
Corporation’s information system and external networks to block unauthorized
access.

ZEROBER AT AN Ry NT— 7 L OBRHETTIC T 7 A T 7+ — V%%
BB L. RIET 7B REBHERT A,

(2) Security software (such as anti-virus software) shall be installed on the information
system and devices.
W AT AR ORI ExX 2V T 410K 7 b =27 (DA VAHERY 7 b
VT E) BEANT D,

(3) The use of automatic upgrading functions installed as standard on devices will keep
software up to date.

IRV 7 b U = VIR R STV D BEV R REDTE I I, Y7 |
ENVE S & IN R RN

(4) Regular analysis of logs, to detect unauthorized access.

B2 7 OO 2 EIRNCATV, RIET 7 B A Z AT D,

In the case that Specific Personal Information is transmitted externally through the
Internet, the Corporation shall endeavor to have an encrypted communication
channel.

TR, FFEMAGEHREZ A 2 —2 > MR VINBISEE T 2356, BEREOR 5
bz1725 L9550 5%,

Article 32 Disclosure of Specific Personal Information

B32% RHEBAEROBRR

The disclosure, correction, addition, deletion, suspension of use, and erasure of the

Specified Personal Information shall be stipulated separately in the "Rules for Disclosure
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of Retained Personal Information" of the Corporation.
FEE NG @MOB S, GTIE, B0, HIER, FAEER OHEERICBE LT, ZEO TR
AENE BB (2B THITED %,

Article 33 Secretariat

®33% HEHR

The secretariat for the procedures of these Rules shall be conducted by the Rules and
Compliance Section.

ARBEOFHICEHT 2HERI, S - v T I7A4T VA7 v a M7,

Article 34 Disciplinary Actions
F345% B

In case of finding that a Corporation’s employee willfully ignored or intentionally violated
the provisions of these Rules, the said employee shall be subject to disciplinary action
stipulated in the Corporation’s Rules of Employment, etc.

TR OB DA ROBE 2 i BB L SUIBERICER T 2178 % L o155,
FREIE, HEBEICOWT, FEOBLERAIEIZE O 5B DR ET D,

Article 35 Miscellaneous Provisions

B35% A

In addition to the provisions of this Rules, other necessary matters related to the Specific
Personal Information shall be stipulated separately by the Secretary General.
AHBIZED D b ODIEH, FrEMAFBICE L TRERFHIT, FHERENNIZ
ED D,

Supplementary Provisions (Version 1.0)

FERN - (551.0/i)

Approved by the CEO/President

HER - FRIRE

These Rules shall come into force as from January 1, 2016.

AHRRIT, PRk 2 841 H 1 ANSHATT %,

Supplementary Provisions (Version 1.1)
FHEIl (351.1fK) Partial Amendment —#Bci (F
These Rules shall come into force as from February 8, 2016.

AR, ER 2 842 H 8 H bl 14 5,

Supplementary Provisions (Version 1.2)
MR (851.2f%) Partial Amendment —3REiCIE
These Rules shall come into force as from April 1, 2018.

ABIFEL, Fpk 3 04FE4 H 1 ANBHIATT %,
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Supplementary Provisions (Version 1.3)
FifEI] (281.3/) Partial Amendment —EBci1E
These Rules shall come into force as from April 1, 2021.

AHREIT, FM3F4 A 1 BLHETT 2,

Supplementary Provisions (Version 2.0)

BRI (3520450

Revised by the Secretary General

FH R RUET

These Rules shall come into force as from April 1, 2022.

AL, 202244 1 BrbliaiTrd 5,

Supplementary Provisions (Version 2.1)

BRI (52,100

Revised by the Secretary General

PR RUGT

These Rules shall come into force as from August 1, 2023.

AL, 202 348 A 1 ANnbH{TI 5,
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